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1) launching and configuration :

1.1 Lunching Firefox and browsing this link:

https://musicbridge.online/wrtc/index.html

WebRTC - SIPs X  +

&« c musicbridge.online/wrtc/index.html

Atelier Graham - WebRTC - Sip.js

Configuration du poste

URI

1001@agraham01

Utilisateur autorisé

1001

¢ Configuration avancée

REGISTER

1.2 Login using our account username :

Atelier Graham - WebRTC - Sipjs

Configuration du poste
URI

1008@agraham01 .\

Utilizateur autarizé
v Here we change the value of
1008 @—

1001 with our own number
1008

# Configuration avancee

REGISTER

file from : www.bouchlaghem.com



1) launching and configuration :

1.3 First look into the WebRTC Console :

Atelier Graham - WebRTC - Sip.js

\ v In this Input We can C.hose
who we call with their

number

v' Here we can see all the

events

ﬂ Evenements

Poste 1010@agraham01 registré4

Poste 1008@agraham01 registré4

1.4 To access to the JavaScript Console we press : + + a

X @ s

musicbridge.online;

Atelier Graham - WebRTC - Sip.js

1002

file from : www.bouchlaghem.com



2) Observation of the console :

5 GHT+0100 (Central European Standard Time) | sip.ua | The UA class has been deprecated and will no longer be available starting with SIP.js release 0.16.0. The UA has been rep

the UserAgent class. Pleas

Thu Feb 16 2623 21:06:05 GMT+9100 (Central European Standard Time) | sip.ua parameters after validation:

Thu Feb 16 2023 21:06:05 GMT+0100 (Central European Standard Time) | sip.ua 92.0.2.161"
Thu Feb 16 2623 21:06:05 GMT+9100 (Central European Standard Time) | sip.ua 1065@agrahandl
Thu Feb 16 2823 21:06:05 GMT+010@ (Central Eurcpean Standard Time) | sip.ua - custom: {}

Thu Feb 16 2623 21:06:05 GMT+6100 (Central European Standard Time) | sip.ua | . displayName: =~

Thu Feb 16 2623 21:06:65 GUT+6100 (Central European Standard Time) | sip.ua | - password: NOT SHOM

Thu Feb 16 2623 21:06:05 GMT+9100 (Central European Standard Time) | sip.ua
Thu Feb 16 2023 21:06:05 GMT+0100 (Central European Standard Time) | sip.ua

< true

+ regtataroptions: 0 v We can see on the console

- transportConstructor: Transport

| the events when we register
- userAgentString: "SIP.js/@.15.1"

s o or we login using the

e T username and the other
+ hackAllowUnregisteredOptionTags: false

e i ot st configurations options with
= time and the date

- forceRport: false

Thu Feb 16 2623 21:06:05 GMT+9100 (Central European Standard Time) | sip.ua
Thu Feb 16 2023 21:06:05 GMT+@100 (Central European Standard Time) | sip.ua
Thu Feb 16 2623 21:06:05 GMT+9100 (Central European Standard Time) | sip.ua
Thu Feb 16 2023 21:06:05 GHT+@10¢ (Central European Standard Time) | sip.ua
Thu Feb 16 2623 21:06:05 GMT+9100 (Central European Standard Time) | sip.ua
Thu Feb 16 2023 21:86:05 GMT+0100 (Central European Standard Time) | sip.ua
Thu Feb 16 2623 21:06:05 GMT+9100 (Central European Standard Time) | sip.ua
Thu Feb 16 2023 21:06:05 GHT+@10¢ (Central European Standard Time) | sip.ua
Thu Feb 16 2023 21:06:05 GHT+6100 (Central European Standard Time) | sip.ua
Thu Feb 16 2023 21:06:05 GHT+@10¢ (Central European Standard Time) | sip.ua
Thu Feb 16 2623 21:06:05 GMT+9100 (Central European Standard Time) | sip.ua
Thu Feb 16 2023 21:06:05 GHT+@108 (Central European Standard Time) | sip.ua
Thu Feb 16 2623 21:06:05 GMT+9100 (Central European Standard Time) | sip.ua
Thu Feb 16 2623 21:06:05 GMT+8100 (Central European Standard Time) | sip.ua
Thu Feb 16 2623 21:06:05 GMT+9100 (Central European Standard Time) | sip.ua
Thu Feb 16 2023 21:06:05 GMT+@108 (Central European Standard Time) | sip.ua
Thu Feb 16 2023 21:06:05 GHT+8100 (Central European Standard Time) | sip.ua
Thu Feb 16 2023 21:06:05 GHT+@100 (Central Eurcpean Standard Time) | sip.ua
Thu Feb 16 2023 21:06:05 GMT+@100 (Central European Standard Time) | sip.ua

Thu Feb 16 2623 21:06:05 GMT+8100 (Central European Standard Time) | sip.ua
var logger = (session instanceof session 1.Session) ?
i it getLogeer("si i iptionHandler”, session.id) :

- autostart: true

- autostop: true

- replaces: “none”

- sessionDescriptionHandlerFactory: function (session, options) {

-getLogger ("sip. r, session.id);
var observer = new i rip 1 iptionHand: ion, options);
return new SessionDescriptionHandler(logger, observer, options);
¥
Thu Feb 16 2623 21:06:05 GMT+0100 (Central European Standard Time) | sip.ua | - authenticationFactory: undefined
Thu Feb 16 2823 21:06:05 GMT+010¢ (Central Eurcpean Standard Time) | sip.ua | - allowLegacyMotifications: false
Thu Feb 16 2623 21:06:05 GMT+9100 (Central European Standard Time) | sip.ua | - allowoutOfbialogRefers: false
Thu Feb 16 2823 21:06:05 GMT+018¢ (Central Eurcpean Standard Time) | sip.ua | - experimentalfestures: false A

Elements Console Sources

Performance Memory Application Security Lighthouse
top Filter

REGISTER sip:agraham@l SIP/2.8
Via: SIP/2.8/WSS 192.8.2.161;branch=z9hG4bK5342267

To: <sip51898@agr‘aham91) . . ‘/ And If we Scroll dOWFI we
Coon: 74y REGTSYER T CoEmeIabrasane can see the Register
R e request and the login
e e e b e information (challenge)...

Supported: outbound, path, gruu
User-Agent: SIP.js/@.15.1
Content-Length: @

Thu Feb 16 2823 21:86:85 GMT+810@8 (Central European Standard Time) | sip.transport | received WebSocket text message:

SIP/2.8 481 Unauthorized

Via: SIP/2.8/WS5 192.8.2.161;branch=z9hG4bK5342267 ;received=91.174.236.16@; rport=32791

From: <sip:1888@agraham@l>;tag=djqbrj35ré

To: <sip:1@88@agraham@l>;tag=H25aQreUplQ0m

Call-ID: jdppipad4cill@ljjrt7hje

CSeq: 9747 REGISTER

User-Agent: FreeSWLITCH-mod_sofia/fl1.18.8-release.l4-g4bit

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER, REFER, MOTIFY, PUBLISH, SUBSCRIBE
Supported: timer, path, replaces

WWW-Authenticate: Digest realm="agraham@l”, nonce="d8798128-af85-4447-8d¥4-4bl1f3e683dbe™, algorithm=MD5, qop="auth”
Content-Length: @

Thu Feb 16 2823 21:86:85 GMT+810@ (Central European Standard Time) | sip.transport | sending WebSocket

v And here we get the
REGISTER sip:agraham@l SIP/2.8 . .
Via: SIP/2.8/WSS 192.8.2.161;branch=z9hG4bK6499500 authonzanon for the

To: <sip:1@88@agrahamdl>
From: <sip:10@8@agraham@l>;tag=djqbri3sre username 1008
5eq: 9748 REGISTER

Call-ID: jdppipad4cilleljjrt7hje
Max-Forwards: 7@
Authorization: Digest algorithm=MD5, username="18@3", realm="agraham@l”, nonce="d&798128-af85-4447-8df4-4blf3e683dbe”, uri="sip:agraham@l”, response="e272952
Contact: <sip:2sp5utrr@l92.0.2.161;transport=wss>;expires=66a

Allow: ACK,CANCEL,INVITE,MESSAGE,BYE,OPTIONS, INFO,NOTIFY,REFER

Supported: outbound, path, gruu

User-Agent: SIP.js/@.15.1

Content-Length: @

Thu Feb 16 2823 21:86:05 GMT+8180 (Central European Standard Time) | sip.transport | received WebSocket text message:

5IP/2.8 288 OK
Via: SIP/2.8/WSS 192.8.2.161;branch=z9hG4bK6499580; received=91.174.236.16@; rport=32791
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I| rendererjs
' B sip-0.15.1s
» ¢ ajax.googleapis.com
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4 sip-0.15.1s

i [ sip-0151js  indexhtml X
<I--AnsSWer J Hetruse Lali-->
<div class="row">

<div class="col s2"><fdiv>
<a id="no_answer_btn" class="waves-effect waves-light btn disabled red col s5 hide">Refuser appel</fa>
<fdiv>

<!--Hang Up Call--»
<div id="hangupRow" class="row hide">
<a id="hangup_btn" class="waves-effect waves-light btn red col s4 offset-s4" >Raccrocher</a>

<fdivy

<!-- Adie/Video elements for calls -->
<div class="row">
<video id="remoteVideo" class="show"></video>
<div class="col s2"><¢/fdiv>
<video id="localVideo" class="show"><fvideo>
<fdiv>

<!-- Global logs -->
<ul class="collapsible">
<1i class="active">
<div class="collapsible-header”»<i class="material-icons">textsms</i>Evenements</divy
<div class="collapsible-body">
<div id="phone_log" style="max-height:2@8px;overflow:auto;">
<fdiv>
<fdiv>
<f1lix
<ful>

<i-- Log SIP -->
<ul class="collapsible™>
<1ix
<div class="collapsible-header"><i class="material-icons">textsms</i>Log SIP</div>
<div class="collapsible-body">
<div id="leog_display" style="max-height:288px;overflow: auto;">
<fdiv>
</div>
</1ix
<ful>

</divs
<fdivy
<fdiv>
<fdivy
<!--Include J5 script--»
<script src="./renderer.js"></script>

. <script src="./sip-8.15.1.js"></script>

<fbody¥>

<fhtml>

X index.html

= e T L T g = o
1328 * @param name - header name

1329 * @param idx - header index

1330 * @returns Parsed header object, undefined if the

1331 *  header is not present or in case of & parsing error.

1332 *f

1333 IncomingMessage.prototype.parseHeader = function (name, idx) {

1334 if (idx == void @) { idx = 8; }

1335 name = utils_1.headerize(name};

1336 if (!this.headers[name])} {

1337 J/f this.logger.log("header '™ + name + "' not present™);

1338 return;

1339 T

1348 glze if (idx »= this.headers[name].length) {

1341 Jf this.logger.log("not so many "™ + name + "' headers present™);
1342 return;

1343 3

1344 var header = this.headers[name][idx];

1345 var wvalue = header.raw;

1346 if (header.parsed) {

1347 return header.parsed;

1348 3

1349 J/f substitute '-* by '_" for grammar rule matching.

1350 var parsed = grammar_l.Grammar.parse(value, name.replace(/-/g, "_"));
1351 if (parsed == -1) {

1352 this.headers[name].splice(idx, 1); // delete from headers

1353 J/f this.logger.warn('error parsing "' + name + "" headsr Fleld wdth valozs ="' + ysiue + “"');
1354 return;

PR —

<a id="yes answer_btn" class="waves-effect waves-1light btn disabled green col s5 hide">Accepter appel</a>



3) Call a registered colleague :

.
Atelier Graham - WebRTC - Sip.js

DECONNECTION
APPELER

RACCROCHER

Début de I'appel vers 1011

PROGRESS

PROG

Le destinataire a accepté la communication, liaison en cours

Console

Thu Feb 16 2823 21:54:19 GMT+918@ (Central Furopean Standard Time) | sip.transport | received Web:
SIP/2.8 288 OK

Via: SIP/2.8/WS5 192.8.2.124;branch=z9hG4bK7316876;received=01.174.236.160; rport=38447

From: <sip:18@8@agrahamdl> ;tag=nrv199k44e

To: <sip:1811@agrahamdl>; tag=65048y7UNHK3D

Call-ID: m8dlmlthmtklniltelle

CSeq: 2 INVITE

Contact: <sip:1811@194.5.159.151:5068; transport=udp>

User-Agent: FreeSWITCH-mod_sofia/1.10.8-release.l14-64bit

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UPDATE, REGISTER
Supported: timer, path, replaces

Allow-Events: talk, hold, conference, presence, as-feature-event, dialog, line-seize, call-info
Content-Type: application/sdp

Content-Disposition: session

Content-Length: 892

Remote-Party-ID: "Outbound Call® <sip:3gvcub37@agraham@l>;party=calling;privacy=off;screen=no

REFER, NOTIFY, PUBLISH

w=@

o=FreeSWITCH 1676558825 1676558826 IN IP4 194.5.159.151

s=FreeSWITCH

c=IN IP4 194.5.159.151

t-0 0

a=msid-semantic: WMS DA1BQSzNpZMAN1FKXNFL6FqyYwORnkeR

m=audio 22818 UDP/TLS/RTP/SAVPF 111 11@

a=rtpmap:111 opus/48000/2

a=fmtp:111 useinbandfec=1; minptime=10

a=rtpmap:118 telephone-event/ /436880

a-ptime:20

a=fingerprint:sha-256 98:BA:1C:40:5E:A2:3C:1D:DB:28:EB:85:B6:24:3F:87:FD: AB: 1C: 8B:(5:89:9B:31:C2:
a=setup:active

a=rtcp-mux

a=rtcp:22818 IN IP4 194.5.159.151

a=ice-ufrag: qohnUxLITqr7AvOb
a=ice-pwd: Lt TyntU41DHKIYZgbKON n

a=candidate: 9587866711 1 udp 2138706431 194.5.159.151 22810 typ host
a=end-of-candidates

a=ssrc:1207823003 cname:KpPr7f4ndGiISNTF
a=ssrc:1207823003 msid:DALBQSzNpZMANIFKXNFLEFqyYwORnkeR a@
11287823803 mslabel:DA18QSzNpZMANIFKXNFL6FqyYwORnkeR
11287823003 label:DA1805zNpZMANLFIXNFLEFqyYwORnkeRad

generation @

a=ssrc
a=ssrc

Thu Feb 16 2823 21:54:19 GMT+810@ (Central European Standard Time) | sip.invitecontext.sessionDes
Thu Feb 16 2023 21:54:19 GMT+818@ (Central Furopean Standard Time) | sip.invitecontext.sessionDes
Thu Feb 16 2023 21:54:19 GMT+910@ (Central European Standard Time) | sip.invite-dislog | INVITE d
Thu Feb 16 2023 21:54:19 GMT+818@ (Central Furopean Standard Time) | sip.transport | sending WebS
ACK sip:1611@194.5.159.151:506@; transport=udp SIP/2.8

Via: SIP/2.8/WS5 192.0.2.124;branch=z9hG4bK9835296
To: <sip:1@11@agraham@l>;tag-65Q40y7UNHK3D

From: <sip:18@8@agrahamdl> ;tag=nrvi99k44e

CSeq: 2 ACK

Call-ID: m8dlmlthmtklniltelle

Max-Forwards: 78

Supported: outbound

User-Agent: SIP.js/@.15.1

Content-Length: @

Thu Feb 16 2023 21:54:19 GMT+816@ (Central European Standard Time) | sip.invit

econtext.sessionDes:

v Here we make a call for a registered
colleague, and as we can see its works
just fine let us now check the logs
under

Socket text message:

, SUBSCRIBE

sla, include-session-description, presence.winfo, message-summary, refer

v Here we see that the call start via
the SIP/2.0/WSS 192.0.124 From
1008 to 1011 and with all the
configuration and the codecs
that used on the call

88:E9:9D:27:5D:F3:A6

criptionHandler | m8dlmlthmtklniltel2enrvl39k44e | ICE Connection State changed to iceConmectionChecking
criptionHandler | m8dlmlthmtklniltel2enrvi99kdde | track added
ialog m8dlmlthmtklniltelZenrv199k44e65Q40y7UNHK3D sending ACK reguest

ocket message:

v' The exchange between the
server and the client the ICE
Connection State and the ACK
request with the sent of the
WebSocket message

tps://g00.g1/1dLk22
criptionHandler | m8dlmlthmtiSTooree




3) Call a registered colleague :

190kd4e
| m8dlmlthmtkiniltel2enrviggkdde
| medImlthmtkiniltel2enrvidokdse
| m8dlmlthmtkiniltel2enrviggkdde

Thu Feb 16 2023 21:53:54 GHT+B100 (Central European
Thu Feb 16 2033 21:53:54 GMT+@100 (Central European
Thu Feb 16 2023 21:53:54 GMT+@100 (Central European

Thu Feb 16 2033 21:53:54 GMT+@100 (Central European
typ host generation @ ufrag Rzg network-cost 999

Thu Feb 16 2033 21:53:54 GMT+@100 (Central European
@ generation @ ufrag 3Rzg network-cost 999

Thu Feb 16 2623 21:53:54 GMT+9106 (Central European Standard Time)
Thu Feb 16 2023 21:53:54 GHT+0100 (Central European Standard Time)

Standard Tine)
Standard Tine)
Standard Tine)
Standard Tine)

sip. | mdlnlthmtkl
sip.invitecontext. sessionDescriptiontandler

sip.i

sip.invitecontext. sessionDescriptionHandler

Standard Time)

sip. invitecontext. sessionDescriptiontiandler | m8dlmlthwtkiniltelZenrvigokade |

sip.invitecontext. sessionDescriptionHandler | mSdlmlthmtkiniltel2enrviSgkdde |

sip.transport | sending WebSocket message:

INVITE sip:18118agrahan@l SIP/2.8

SIP/2.0/WSS 192.9.2.124;branch=z9hG4bK121120
ip:1011gagrahanal>

From: <sip:1088@agranham@l>;tag=nrv199kdde

CSeq: 1 INVITE

Call-ID: mBdlmlthmtkiniltelZe

Max-Forwards: 70

Contact: <sip:3nkquA9mg192.6.2.124; transport=wss;ob>

Allow: ACK,CANCEL, INVITE  MESSAGE ,BYE,OPTIONS, INFO,NOTIFY, REFER
Supported: outbound

User-Agent: SIP.3s/8.15.1

Content-Type: application/sdp

Content-Length: 1737

waitForIceGatheringConplete

ICE is not complete. Returning promise

RTCIceGatheringState changed: gathering

ICE candidate received: candidate:4806265929 1 udp 2113937151 88ch196f-ac24-47b2-Bbec-918c3e60ce8d.local 56400

ICE candidate received: candidate:1835862825 1 udp 1677729535 91.174.236.168 46241 typ srflx raddr 8.6.6.9 rport

RTCIceGatheringstate changed: complete

v Here we can see the ICE on details
from waiting for the gathering to
complete, here our machine share the
addresses, and we have just one
candidate the server

Console

a=s5rc:1207823083 cname:KpPr7FAndGLISNTF
=55rC:1267623003 msid:DALBQSZNpZHANLFIONNFLGFqyYWORnkeR 2@
mslabel
label

a=s5rc:1207823
a=s5rC:1207623003 ay

Thu Feb 16

2023 21:54:19 GMT+8100 (Central European Standard Time) | sip.invitecontext.sessionDescriptionHandler | m8dlmlthmtkiniltel2enrvigokdde |
Thu Feb 16 i i

2023 21:54:19 GMT+010@ (Central European Standard Time) | sip.il | medlmlthmtiklnilteldenrvi9okdde |
2623 21:54:19 GMT+8100 (Central European Standard Time) | sip.invite-dialog | INVITE dialog iltel
2023 21:54:19 GMT+@100 (Central European Standard Time) | sip.transport | sending WebSocket message:

Thu Feb 16
Thu Feb 16

30 s¢

ACK 5ip:10110194.5.159.151: 5060 transport=udp SIP/2.8
Via: SIP/2.0/WS5 192.6.2.124;branch=z9nG4bKI835296
To: <sip:1011@agrahand1>;tag=65040y7UNHKID

Fron: <sip:1685@agranandl>; tag-nrvi9gkede

cSeq: 2 ACK

Call-ID: msdlmlthmtiiniltelze

Max-Foruards: 70
Supported: outbound
User-Agent: SIP.js/8.15.
Content-Length: @

1

r u , https://ge0.gl/LaLk2)
GHMT+8100 (Central European Standard Time) | sip.invitecontext.sessionDescriptiontandler | m8dlmlthmtkiniltelZenrviddkdde |
Thu Feb 16 2023 21:57:04 GMT+@100 (Central European Standard Time) | sip.transport | received WebSocket text message:

Thu Feb 16 2023 21:54:19

BYE sip:3nkqueong192.8.2.124;transport=wss;ob SIP/2.0
Via: SIP/2.0/WSS 194.5.159.151:7443;rport; branch=z8hG4bkap6eQpSFeXrit
Max- Foruards: 70

From: <sip:1011@agrahandly; ta
To: csip:1088gagrahanal> ;tag=
Call-ID: ngdlnlthmtklniltelZe
CSeq: 63736720 BYE
User-Agent: FreeSWITCH-mod_sofia/1.10.8-release. 14-64bit

Allow: INVITE, ACK, BYE, CANCEL, OPTIONS, MESSAGE, INFO, UFDATE,
Supported: timer, path, replaces

Reason: Q.856;cause= NORMAL_CLEARTNG™

Content-Length: 8

5048y 7UNHK3D
rv199kase

REGISTER, REFER, NOTIFY, PUBLISH, SUBSCRIBE

Thu Feb 16 2623 21:57:04 GMT+9100 (Central European Standard Time) | sip.invite-dialog | INVITE dialog
Thu Feb 16 2023 21:57:04 GMT+0100 (Central European Standard Time) | sip.transport | sending WebSocket message:

30 e

S1P/2.6 208 0K
Via: SIP/2.0/WS5 194.5.159.151:
<sip:1011@agranandl>; tay
To: csip:10888agrahandl>;ta
CSeq: 63736720 BYE
Call-ID: n8dInlthmtklniltelZe
Supported: outbound
User-Agent: SIP.js/8.15.1
Content-Length: 8

443; rport; branch=z3hG4bKBp6eQpS FeXrH
S04y TUNHKID
rv199kade

Thu Feb 16 2823 21:57:04 GMT+@100 (Central European
Thu Feb 16 2023 21:57:04 GMF+6100 (Central European
Thu Feb 16 2823 21:57:84 GMT+8100 (Central European
Thu Feb 16 2023 21:57:04 GMF+6100 (Central European

Standard Tine) |
Standard Time) |
Standard Tine) |
Standard Time) |

sip.inviteclientcontext | closing INVITE session mBdlmlthwtkiniltel2enrvi99kdde

sip.

sip.invitecontext.sessionDescriptiontandler | m8dlmlthmtklniltelZenrviddkdde |

iltel

sip.invite-dialog | INVITE dialog

nvitecontext. sessionDeseriptionHandler | mgdlmlthmtkinilteldenrvigokade | closing PeerConnection

30 destroyed

ICE Connection State changed to iceConnectionChecking
track added
ending ACK request

ICE Connection State changed to iceConnectionConnected

eceived BYE request

v" Here when the call ends we can
see that we received a BYE
request and the call has ended

resetIceGatheringComplete

file from : www.bouchlaghem.com



4 ) Where does the media flow go 2

v' In this schema we have a resume of the media flow or all the exchanges that start from a
client that is using a web browser and interacted with the page here the JavaScript works
and send it to the server than the server check for the number call if it available than it
start the call to the receiver so its goes from our machine to our router than our router
route it to the internet in the direction of the web server than to the colleague

le‘fﬁ.‘lEV

file from : www.bouchlaghem.com





